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Introduction / .l

Alawwal Capital is committed to protecting the personal data of its clients, employees and

partners, in accordance with the Personal Data Protection Law adopted in the Kingdom of Saudi

Arabia, and the requirements of the Capital Market Authority and other relevant regulatory

bodies.

Lt i) bl Al AUl 188 5 Gl 5 (LS g Lail ga 5 LeiDland dpad il Ll dylesy JUalS J5Y) 38 50 o il
AEa) 3 dpalatil) ilgal) 5 Alall (3 suadl A lillaia g o gl Ay el ASLadl) b aindll

1. Purpose / 4yl

This policy provides guidelines on collection, use, sharing, retention, and secure disposal of

personal information processed as part of business operations, and supports compliance with

regulatory expectations (CMA) and cybersecurity controls.
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2. Scope / Glaidl

e All company employees and contractors.
Customers, investors, and potential clients.
Suppliers and third parties.
e The company's systems, applications, and electronic platforms.
e Data processed internally or externally by authorized service providers.
e All company branches and departments.
All data processing related to financial and investment services, compliance, anti-money

laundering, and customer service.
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3. Definitions / <l =il

Personal Information: Any information that identifies or can identify an individual.
Sensitive Personal Information: Higher-risk data such as National ID, bank account/IBAN,
financial details, and similar.
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4. Roles & Responsibilities / <L giually ylga¥l
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¢ Business Owners: Ensure collection and use are necessary for legitimate business purposes;
approve external sharing when required.

¢ IT Department: Implements technical controls (access control, encryption where applicable,
backups, logging) and supports secure disposal.

¢ Risk Management: Supports risk assessment, oversight, and tracking remediation actions.

¢ All Users: Comply with this policy and report suspected incidents.
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5. Purposes of Data Collection/ <l aaa (2l 21

The company collects personal data for the following purposes:
¢ Opening investment accounts
¢ Executing financial and investment transactions
e Complying with Anti-Money Laundering (AML) requirements
e Complying with the requirements of the Capital Market Authority
e Customer service and technical support
¢ Risk management and compliance
¢ Improving electronic services and systems
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6. Data Classification / ©ULJI Caduas
Personal information must be classified and handled according to sensitivity:

Public / Internal / Confidential / Restricted.
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7. Collection & Use / plisiwdlg aoadl!

¢ Collect only what is necessary for legitimate business purposes.

¢ Use personal information only for the stated purpose and restrict access on a need-to-know
basis.

¢ Ensure accuracy and minimize duplication.
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8. Secure Sharing with Third Parties / &=)dl BlLbYI as L3l &S)Liwl

¢ Share sensitive data only through approved channels.

* Apply encryption and/or password protection for sensitive files when shared externally.
 Share passwords via a separate channel (SMS/phone/OTP/Teams message).

¢ Ensure third-party access is time-bound, least privilege, and logged.
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9. Risk-Based Protection Controls / bl cuws dolasl Jasl g

Controls may include (as applicable):

* Access control (RBAC/least privilege) and periodic access reviews.

¢ Strong authentication (MFA for corporate services).

* Encryption in transit/at rest where feasible (secure channels, protected files).
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¢ Audit logging for key systems and administrative actions.
¢ Backup and recovery controls (Veeam backups and restore testing).
¢ Endpoint and email security (McAfee endpoint protection, Defender for Office 365).
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10 Data Subject Rights / <Ulull cala (dg8a

A data subject has the right to:
¢ Know the purpose for which their data was collected
* Request access to their data
* Request data correction
¢ Request data updates
¢ Withdraw consent when legally permissible
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11. Retention & Secure Disposal / ;! yalsily Blais>Y!

¢ Retain personal information only for as long as required by business, contractual, or regulatory
needs.

¢ Dispose securely using approved methods (secure deletion, controlled media handling, vendor
certificates where applicable).
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12. Incident Reporting / &salg=xl s EMYI

Suspected privacy or cybersecurity incidents involving personal information must be reported
immediately to IT and Risk Management. Evidence must be preserved and containment actions
taken.
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13. Training & Awareness / &< gdly coy !
Employees and contractors must be aware of classification and secure sharing requirements.
Training is provided periodically.
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14. Review & Maintenance / Codxidly dazlyall

This policy is reviewed at least annually or upon major changes to systems/processes or
regulatory expectations.
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